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Laboratorijske vezbe
Spanning Tree Protocol

Predmet: Racunarske mreze
Predavac: dr Dusan Stefanovic
Asistent: Nikola Milutinovic
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STP - osnove

Spanning Tree Protocol (STP) je protokol na L2 sloju (Data Link, IEEE 802.1D) koji
sprecava petlje (loops) u Ethernet mrezama sa redundantnim vezama izmedu
switch-eva.

U praksi, kada ima vise fizickih puteva izmedu switch-eva (Sto je pozZeljno zbog
redundanse), bez STP-a se dobija:

*broadcast storm

edupliranje frejmova

*MAC tabela “flapping”

STP reSava to tako Sto:

logicki “iskljuci” neke linkove (stavlja ih u blocking state)
*formira stablo bez petlji (spanning tree)

eostavlja samo jednu aktivnu putanju izmedu bilo koja dva ¢vora
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STP — kljuéni koncepti

* Root Bridge — centralni switch (najnizi Bridge ID)

* Root Port (RP) — port na svakom switch-u koji vodi ka root-u

* Designated Port (DP) — port koji prosleduje saobracaj na segment
* Blocked Port — port koji se iskljuCuje da bi se izbegla petlja
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Spanning Tree Algorithm

STP algoritam (Spanning Tree Protocol) zasniva se na izvrSavanju algoritma

poznatog kao Spanning Tree Algorithm (STA), Ciji je osnovni cilj eliminacija
petlji u mreznoj topologiji.

Algoritam funkcionise kroz sledece korake:

* Najpre se vrsi izbor referentnog cvora u mrezi, poznatog kao root bridge,
koji predstavlja centralnu tacku stabla.

e Zatim svaki mrezni uredaj (switch) odreduje optimalnu putanju do root
bridge-a na osnovu definisanih metrika (npr. path cost).

e U slucaju postojanja redundantnih putanja izmedu uredaja, algoritam
zadrzava najefikasniju putanju, dok se ostale veze stavljaju u stanje
blokade kako bi se sprecilo formiranje petlji.
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Spanning Tree Algorithm

 Soos s

Switch 1

TCN

Switch 3
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STP proracun
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STP proracun se oslanja na dva kljucna koncepta u kreiranju loop-free topologije:

— Bridge ID
— Path Cost

Core# show spanning-tree

Hello Time

32768

Q001.564E.TEBEB

4

VLANGOO1
Spanning tree enabled protocol ieee
Eocot ID Priority
Address
Cost
Port

25 (GigabitEthernet0/1)

2 sec

Bridge ID Priority

327659

vvvvvv

Max RAge 20 sec Forward Delay 15 sec

e

H45.A073
HEE‘EQEJED sec Forward Delay 15 sec

Address UL,
HAElls Time 2 Sec
Aging Time 20

PREDMET RACUNARSKE MREZE
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STP proracun

PATH COST - KONKRETAN PRIMER

STP bira putanju sa NAJMANJIM ukupnim cost-om do root bridge-a
(manji cost = bolji link)

, | ROOT BRIDGE |
| Root Bridge ima

| idge ID |

| Najniki Bridge SW1

1 Gbps

100 Mbps
cost=4

cost=19

10 Gbps
cost = 2

SW2

PUTANJA 1 (preko SW2):

Ukupnicost=4+4=8

/7
“10 Mbps
cost = 100

1 Gbps

cost=4
SW4 - SW2 -» sw1

PUTANJA 2 (preko SW3):
SW4 — SW3 - Sw1

Ukupni cost =100+ 19 = 119

STP ée izabrati PUTANJU 1 (preko SW2) jer ima MANJI ukupni cost (8 < 119)
Port na SW4 ka SW2 postaje ROOT PORT

PREDMET RACUNARSKE MREZE

Link Cost Cost
Speed (Revised IEEE (Previous IEEE
‘ Spec) Spec)
10 Gbps 2 1
1 Gbps 4 1
100 Mbps 19 10
10 Mbps 100 100
Formula (802.1D):

cost = 10° / bandwidth (bps)

¢ Veéa brzina = manji cost = bolji put
* STP sabira cost-ove duZ putanje

KAKO STP KORISTI COST?

1. Svaki switch raéuna sve putanje do
root bridge-a
2. Sabira cost svakog linka na putanji

3. Bira putanju sa NAJMANJIM
ukupnim cost-om

4. Port na toj putanji postaje
ROOT PORT

Q STP ne bira putanju sa najmanjim
brojem hop-ova, ve¢ sa najmanjim
ukupnim cost-om,
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STP - fizicka topologija
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STP - logicka topologija

SW6
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STP — loop free topologija

* Prilikom kreiranja loop-free topologije, STP koristi uvek istih pet koraka:
Korak 1 - Najmanji BID
Korak 2 - Najmanja cena putanje do Root Bridge
Korak 3 - Najmanji BID posiljaoca
Korak 4 - Najmaniji port priority
Korak 5 - Najmaniji Port ID

» Svicevi koriste Configuration BPDU poruke prilikom kreiranja loop-free
topologije.
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STP — formiranje topologije

2960-24TT
Switchd
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STP — pregled

[ Top

PREDMET RACUNARSKE MREZE

B switch2 - m|
Physical ~ Config  CLI  Attributes
I
105 Command Line Interface
Press RETURN to get started!
3LINK-5-CHANGED: Interface GigabitEthernet(/1l, changed state to up
3LINEPROTCO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1l, changed state to up
$LINK-5-CHANGED: Interface FastEthernet0O/1l, changed state to up
3$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1l, changed state to up
3LINK-5-CHRNGED: Interface FastEthernet(/2, changed state to up
3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/2, changed state to up
Switch>
Switchren
Switch#show spanning-tree
VLANOOOL
Spanning tree enabled protocol ieee
Root ID Priority 32769
Address 0002 .4RBE.09C8
Cost 19
Port 2 {FastEthernetl/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 0090.2188.E92C
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role Sts Cost Prio.Nbxr Type
Gio/1 Desg FWD 4 128.25 PZp
Fa0/2 Root FWD 19 128.2 PZp
Fa0/1 Desg FWD 19 128.1 PZp
Switchd]
Copy Paste

Komandom

show spanning-tree

unutar CLI na Switch-u dobijamo
pregled STP-a.
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STP — pregled

PREDMET RACUNARSKE MREZE

# Switch2 - O
Physical ~ Config  CLlI  Attributes
I
108 Command Line Interface
Press RETUERN to get started!
$LINKE-5-CHANGED: Interface GigabitEthermet0/1l, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet(/1, changed state to up
$LINK-5-CHANGED: Interface FastEthernet(/l, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1l, changed state to up
$LINE-5-CHANGED: Interface FastEthernet0/2, changed state to up
$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/2, changed state to up
Switch>
Switch>en
Switch#show spanning-tree
VLANOOOL
Spanning tree enabkbled protocol ieee
Root ID Priority 32769
Rddress 0002.4ABE.09CE
Cost 19
Port 2 (FastEthernetl/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Bridge ID Prioritcy 32765 (priority 32768 sys—-id-ext 1)
Lddress 0090.2188.E92C
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 20
Interface Role 5ts Cost Prio.Nbr Type
Gio/1 Desg FWD 4 128.25 P2p
Fal/2 Root FWD 1% 128.2 PzZp
Fal/1 Desg FWD 1% 128.1 Fip
Switch]
Copy Paste
[]Top

S:)/( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

Svi Cisco switch-evi po default-u
imaju isti prioritet:
32768 + VLAN ID (1) = 32769

Presudan faktor je MAC adresa.
Root MAC: 0002.4A8E.09C8
Switch2 MAC: 0090.2188.E92C

Posto je:0002 < 0090

switch sa MAC 0002... je izabran kao
root bridge
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STP — konfiguracija root switch

Komanda

Namena

spanning-tree vian 1 priority 4096

rucno postavljanje root-a

spanning-tree vlian 1 root primary

automatski root

spanning-tree vlian 1 root secondary

backup root

PREDMET RACUNARSKE MREZE
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STP — promena trase

Ukoliko zelimo da promenimo
putanju kretanja podataka
potrebno je da odradimo STP
manipulaciju putem cost-a ili
priority-ja portova.

2960-24TT
Switchd
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STP — promena trase

Switch2:

conft

interface gig0/1
spanning-tree vlan 1 cost 1

Switch3:

conft

interface gig0/1
spanning-tree vlan 1 cost 1

2960-24TT
Switchd

PREDMET RACUNARSKE MREZE KATEDRA ZA INFORMACIONO-KOMUNIKACIONE TEHNOLOGHIJE



S:)/( AKADEMIJA TEHNICKO-VASPITACKIH STRUKOVNIH STUDIJA

)

STP — promena trase

Podici cost na portu koji zelimo
da blokiramo.

Switch3:

conft

interface fa0/1

spanning-tree vlan 1 cost 100

Switch3
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INFRASTRUKTURA

PREDMET RACUNARSKE MREZE

pdpr  192.168.1.11
iy
P Fa0
Fall ofrn o7 Fa0/2
Switch1
/‘

y \

Fal/3 Fal/d Fan
1 5
60-24TT =,
h3 PC-PT

192.168.1.12 4 192 168.1.13

192.168.1.14
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INFRASTRUKTURA

Potrebno je utvrditi:

koji je switch postao root bridge,
koji portovi su root port,

koji su designated port,

koji port je u blocking stanju.

Na svakom switch-u pokrenuti komandu:
show spanning-tree
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ZADATAK 1
Prekid aktivnog linka i preuzimanje saobracaja preko
rezervnog linka

1. Formirati zadatu topologiju.

2. Na switch-u S1 podesiti da bude root bridge.

3. ldentifikovati koji link/port je blokiran od strane STP-a.

4. Pokrenuti ping sa PC2 ka PC3 i sa PC1 ka PCA4.

5. Zatim simulirati prekid jednog aktivnog linka, na primer:
*prekid veze S1-S2 ili
*prekid veze $S1-S3

*Posmatrati:

da li dolazi do kratkog prekida komunikacije,
da li se aktivira ranije blokirani port,
*kako se menja STP topologija
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Switch 1

enable

configure terminal

spanning-tree vlan 1 priority 4096
end

write memory

enable

configure terminal

spanning-tree vlan 1 root primary
end

write memory

PREDMET RACUNARSKE MREZE
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Switch 2
Na S2 ugasiti interfejs ka S1

1. Fizicki izbrisati kabl u Packet Traceru.
ili

2. Konfigurisati S2

enable

configure terminal

spanning-tree vlan 1 priority 4096

end

write memory
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ZADATAK 2
Zagusenje mreze usled petlje i sprecavanje zagusenja
primenom STP

Formirati zadatu topologiju.

Posmatrati normalan rad mreze sa ukljucenim STP-om.
Pokrenuti ARP i ICMP saobracaj izmedu raCunara.

U simulation modu pratiti kretanje broadcast frejmova.
Objasniti sta bi se dogodilo kada STP ne bi postojao.

SAE i A

*Uporediti:
stanje sa STP-om,
*hipotetiCko stanje bez STP-a
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SIMULATION MODE

U Simulation modu:

1. poslati ping sa PC1 ka PC4 (ping 192.168.1.14)

2. pratiti ARP broadcast okvire,

3. uoCiti da se broadcast ne umnozava beskonacno,
4. primetiti da je deo topologije logicki blokiran.

Posto STP blokira jedan ili vise redundantnih portova:
mreza ostaje bez petlji,

broadcast saobradaj ima kontrolisanu putaniju,

nema broadcast storm-a.
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SWITCH

Na switch-u uneti:
show spanning-tree
show mac address-table

Stanje interfejsa:
show interfaces status
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ZADATAK 3
Promena root bridge-a i promena aktivne putanje kroz
mrezu

*Formirati topologiju.

*Podesiti da S1 bude root bridge.

«Zabeleziti:

root bridge,

root port na svakom switch-u,

*blocking port.

«Zatim promeniti konfiguraciju tako da S4 postane root bridge.
*Ponovo analizirati STP stanje.

*Uporediti staru i novu logiCku topologiju.
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SWITCH 4

Podesiti S4 kao Root:

enable

configure terminal

spanning-tree vian 1 priority 4096
end

write memory

Na S1 vratiti podrazumevanu vrednost:
enable

configure terminal

no spanning-tree vian 1 root primary
spanning-tree vian 1 priority 32768
end

write memory
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SWITCH 4

Kada S4 postane root bridge:

e portovi na $4 postaju designated,

* switch-evi S2 i S3 verovatno dobijaju root portove prema S4,
* moze se promeniti koji link je blokiran,

* logicki tok saobracaja kroz mrezu se menja.
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Zadatak 4

Simulirati prekid linka S1-S2 i proveriti da li komunikacija izmedu PC2 i PC1 i
dalje postoji.

Zadatak 5

Objasniti kako STP sprecCava zagusenje u slucaju postojanja redundantnih
putanja.

Zadatak 6

Promeniti root bridge sa S1 na S4 i analizirati razliku u topologiji.
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